EISUE (Two—Factor Authentication, 2FA) JEMIEES

AEH MyMC. Microsoft 365 (M365) HLF{E48. MIFAANMLE (Virtual Private Network,
VPN) PAK He e MC R4S KN AR P, S8 0A200F 1 Duo $efit# 2FA AR %S . RS E kM H & A
2FA RPN AR P B, OB IRV M 2FA HIEEN, SHEEIRE 8k 4 AT M -
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A RS P (Device Management) |1/ Wk, ZERSE/REATEHM GEAZBUIR) .
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PLUR 2 m] DAEM 2FA BRS843R . WA 2 N4, RATHERE BN — AN PL B & T
VEM DA ALE B 2 D ml A . IR IR ik g, WEEREEREEARRSE (IT
Service Desk) o A AEHIIK P I IMT = B E )13 &

e HHEFHL (iPhone. Android)

o HATHL

LI RGN

o AEH (Security Key) (B YubiKey) CHFHATIHI)

o [EMFASM (Hardware Token) (WIREABINHS, HIKREBHARRS &)

YIS : Chrome. Firefox. Safari. Edge DL Internet Explorer (FEH Duo LIHFE
R A B 5 A https://duo.com/docs/universal-prompt-update-quide#browser-support )
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Duo Mobile
Security made simple Cl)
1. 8.8.8 .64

B, BB, BT R Mh.
https://montgomerycollege.login.duosecurity.com

B BNEH MyMC P 44 F a5 i

MONTGOMERY
COLLEGE

Enter your MyMC ID and Password

& Password

ord | Find your MyMC ID | Claim Your Account | My Account | Password Reset

CEE


https://montgomerycollege.login.duosecurity.com/

Welcome to
Duo
Security

Let's set up an account to protect your identity.

Next

BIE. EFEHEF LT “Duo Mobile” , ELEALL FiEIN:

e Duo Mobile /&2t Duo Push FJs NIERIFIAIE T - RFELEKRAE R LK Duo Push
BRER EAE “HuE” o WP A S SR, R WS IE TR S .

o ARG USB i B ¥ . WR S AZ S ey FI#ERiE, B R & 5.
BEBRZ ST bR 22 4235 5H . YubiKey 5 Z %1 FID02/WebAuthn 5 FIDO U2F 3
o
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Select an option

You'll use this to log in with Duo. You can add

another option later.

Duo Mobile Recommended
Get a notification or code on your device

@ Security key 5

Use a security key

N Phone number
Get a text message

Secured by Duo

BhP: MAERRE RS, SRR, §i1L8 “I have a tablet (A
HUK) 7

¢ Back

Enter your phone number

You'll have the option to log in with Duo Mobile.

Country code Phone number

=+ H

Example: "201-555-5555"

| have a tablet

Secured by Duo




SN BAEHE S 7 IR

< Back

Is this correct?

(240) 123-4567

Yes, it's correct

No, | need to change it

Secured by Duo

FL: Al CORIEEL” DR RS FTA R (Send me a passcode):

< Back

Confirm ownership

(240) 123-4567

Send me a passcode

Secured by Duo




BI\B: MNP B Rl AR )

< Back

Passcode sent

Enter the two-factor authentication passcode
sent to (240) 123-4567

603510

Verify

Send a new passcode

Secured by Duo

BhE: EEFMEE LT Duo Mobile MAMEF (WHREELE TR IZEF, EERBA LT
JF Duo Mobile N FHFEF)

< Back

Download Duo Mobile

On your mobile device, download the app from

the App Store or Google Play.

Next

Secured by Duo

B S EITFHF Duo Mobile W HFERE, &£ “4%4:” (Continue) :
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Welcome to
Duo Security

Let's set up your account to protect
your identity.

11 EF “{FRH %" (Use a QR code):
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< Back

Add your account

Use a QR code or view the account list
for other options.

Use a QR code

( Use activation code )

F125: %F “HaE” (0K), U Duo Mobile W FHFEFF{# F 485 45 B HEA% k% A3 4 i B 5
(1] R .
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< Back

Add Account

Scan the QR code from your computer

“Duo Mobile” Would Like to

Access the Camera

Duo Mobile will use your camera to
enroll accounts using QR codes.

Don't Allow OK

51320 R BRI Sk, a9 A B AR



< Back

Scan this code in Duo Mobile

In the app, select Use QR code to scan.

Get an activation link instead

Secured by Duo

#1425 & 2FA Duo K P O 5 MR &%, 1E Duo Mobile b, XGERN “HEFLH¥ P
(Montgomery College) ” :

ull Verizon & 2:51PM 79% @)

Name account

Organization
Montgomery College

Account name

Montgomery College

155 RGP BRLIAE A . SINAE, 583 MyMC 8¢ Office 365 HLF{EHH.



all Verizon & 2:52 PM

< Back

nya

Account linked!

Next, let's practice how to protect
your identity.

Practice now

79% (@m )

( Skip




