Hwéng dan dang ky xac thwe qua hai cap dé (2FA)

Béat budc phai dang ky st dung 2FA do Duo cung cap dé truy cap MyMC, hé théng email ctia
Microsoft 365 (M365), mang riéng do (VPN) cling nhw mét sé (rng dung va dich vu MC khac.
Trong l&n dAu tién truy cap vao mot trong cac ng dung dugc béo vé bang 2FA, ban sé dwoc
nhac ghi danh st dung 2FA va dang ky thiét bj di ddong cta minh.

Pé ghi danh str dung

Truy cép cdng Quéan Ly Thiét Bi va lam theo cac bwéc hwdng dan dang ky (cac budc chi tiét
bén dusi).

Ca4c thiét bi twong thich

Du6i day la danh sach cac thiét bi twong thich ma ban cé thé ghi danh sir dung 2FA. Néu ban
c6 nhiéu thiét bi, ban nén dang ky nhiéu hon moét thiét bj @& c6 ban sao dw phong trong truéng
hop khan cép. Lién hé véi Ban dich vu IT néu ban khong c6 thiét bi di ddng. Ban c6 thé thém sé
lwong thiét bj tiy y vao tai khodn ctia minh:

e Dién thoai théng minh (iPhone, Android)

e CA4c loai dién thoai di ddng thdng thwong

e May tinh bang

e Khoa Bao Mat (chang han nhu YubiKey) (do ngwdi stv dung tw bé tién tGi ra mua)

e M4 théng bao cho phan cirng (lién hé véi Ban dich vu IT néu khéng co thiét bi di dong)

Cé}c trinh duyét twong thich: Chrome, Firefox, Safari, Edge, Internet Explorer. (xem Duo dé
biét thong tin cdp nhéat vé cac phién ban https://duo.com/docs/universal-prompt-update-guide#browser-
support )

Meo goi y:
Hoan tat buwdc thiét 1ap s& dé hon trén may tinh, thay vi tir thiét bi ma ban muébn dang ky, mac
du ban c6 thé hoan tat cac bwdc nay trén thiét bj cia minh.

Cac meo nhoé hireu ich:

Trudc khi bat dau ghi danh stiv dung, hay tai xudng ng dung Duo Mobile vao thiét bj di déng
ma ban sé dang ky. Tim kiém “Duo Mobile” trong clra hang (rng dung trén thiét bi cta ban.
Sau khi tai xudng, hay dirng lai va chuyén sang Buéc 1.


https://montgomerycollege.login.duosecurity.com/
https://duo.com/docs/universal-prompt-update-guide#browser-support
https://duo.com/docs/universal-prompt-update-guide#browser-support

ull Verizon 2 1:38 PM 100% (@)

Q. duo mobile for ios ©® Cancel

Duo Mobile
Security made simple Cl)
1 8.8 8.6 ¢

Bwéc 1: Trén may tinh cta ban, téi cédng Quan ly thiét bi:
https://montgomerycollege.login.duosecurity.com

Bwéc 2: Nhap vao tén dang nhap va mat khdu MyMC cla ban

MONTGOMERY
COLLEGE

Enter your MyMC ID and Password

& Password

Forgot Password | Find your MyMC ID | Claim Your Account | My Account | Password Reset

Bwéc 3: Chon “Next”(Tiép theo)


https://montgomerycollege.login.duosecurity.com/

Welcome to
Duo
Security

Let's set up an account to protect your identity.

Next

Bwéc 4: Chon “Duo Mobile”, Iya chon goi y, hodac xem lai cac Iya chon cua ban & dwéi:

e Duo Mobile Ia phuong phap xac thyc thuan tién nhat qua Duo Push — chi cAn cham
vao nuat “Phé duyét” trén yéu ciu dang nhap Duo Push dwoc glri dén thiét bj cta ban.
Ban ciing c6 thé tao nhanh mat khau dang nhap, ngay ca khi khéng c6 két néi internet
hoac dich vu di déng.

e Security Key (Khéa Bao Mat) |a thiét bj cdm vao USB cla ban va khi dwoc cham hodc
nhan nat, thiét bj sé xac thwe théng tin dang nhap ctia ban. Nguwoi dung chon lwa chon
nay phai mua khoa bao mat. YubiKey 5 dong FIDO2/WebAuthn va FIDO U2F déu
twong thich.

e Phone Number (Sé dién thoai) cho phép ngu®i dung nhan mat ma qua tin nhan van
ban SMS.


https://www.yubico.com/education-offer/

Select an option

You'll use this to log in with Duo. You can add

another option later.

Duo Mobile Recommended
Get a notification or code on your device

@ Security key N

Use a security key

Q) Phone number
Get a text message

Secured by Duo

Bwéc 5: Nhap vao sé dién thoai thiét bi ctia ban hodc néu s dung may tinh bang, hay chon I
have a tablet (t6i c6 may tinh bang)”:

< Back

Enter your phone number

You'll have the option to log in with Duo Mobile.

Country code Phone number

+1' “

Example: "201-555-5555"

| have a tablet

Secured by Duo




Bwéc 6: Kiém tra xac nhan dung la sé dién thoai do:

< Back

Is this correct?

(240) 123-4567

Yes, it's correct

No, | need to change it

Secured by Duo

Bwéc 7: Xac nhan quyén sé& hiru thiét bj ciia ban bang cach nhap chon “Send me a
passcode (G&ri mat ma cho t6i)”:



< Back

Confirm ownership

(240) 123-4567

Send me a passcode

Secured by Duo

Bwéc 8: Nhap vao mat ma ma ban nhan dwoc qua tin nhan dén thiét bj cta ban:

< Back

Passcode sent

Enter the two-factor authentication passcode
sent to (240) 123-4567

603510

Verify

Send a new passcode

Secured by Duo

Bwdéc 9: Truy cap thiét bj ban dang dang ky va Download (Tai xudng) ¢ng dung Duo Mobile
(néu ban da tai xudng rng dung nay, hay mé thiét bj ctia ban va mé rng dung Duo Mobile):



< Back

Download Duo Mobile

On your mobile device, download the app from

the App Store or Google Play.

Next ‘

Secured by Duo

Bwéc 10: M& ¢ng dung Duo Mobile trén thiét bj clia ban va chon “Continue (Tiép tuc)”:



<« App Store wll LTE 8:12 PM 100% (@)

Welcome to
Duo Security

Let's set up your account to protect
your identity.

Bwéc 11: Chon “Use a QR code (S&r dung ma QR)”™:
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Add your account

Use a QR code or view the account list
for other options.

Use a QR code
( Use activation code )

Bwéc 12: Chon “OK” dé& cho phép tng dung Duo Mobile truy cap camera trén thiét bj d& quét
ma QR trén man hinh may tinh cta ban:
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< Back

Add Account

Scan the QR code from your computer

“Duo Mobile” Would Like to
Access the Camera

Duo Mobile will use your camera to
enroll accounts using QR codes.

Don't Allow OK

Bwéc 13: St dung Camera trén thiét bj ctia ban, Quét ma trén man hinh may tinh cta ban:



< Back

Scan this code in Duo Mobile

In the app, select Use QR code to scan.

Get an activation link instead

Secured by Duo

Bwéc 14: Tai khodn 2FA Duo cla ban hién da dwoc lién két véi thiét bi ctia ban. Trong Duo
Mobile, tai khodn hién thi 1a “Montgomery College”:
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Name account

Organization
Montgomery College

Account name

Montgomery College

Bwéc 15: Lam theo cac buwéc thwe hanh dé lam quen véi giao dién méi, néu khong thi dang
nhap MyMC hoac email Office 365.
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< Back

Account linked!

Next, let's practice how to protect
your identity.

Practice now
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