Subject: Security Alert: USB Devices
Date: February 2022

The FBI issued a warning of a cybercrime campaign in which attackers mail USB thumb drives
to US organizations with the goal of delivering ransomware into their environments.

The FBI has observed a cybercriminal group known as FIN7 targeting the US defense industry
with a package containing a fraudulent thank you letter, counterfeit Amazon gift card, and a
USB device. When plugged into a computer system, the USB device automatically injects a
series of keystrokes to download ransomware, bypassing common security controls.

Does this Sound Familiar?

Similar to phishing emails, attackers use fraudulent messaging to take advantage of the
recipient by preying on stress levels, curiosity, or hoping our guard is down. In this case, the
intent is to pressure the recipient to plug the USB device into their computer.

Remember to trust your instincts, be cautious, and when in doubt, reach out to the IT Service
Desk.

What to Look For:

Reports of these malicious packages have included two variations, both accompanied by the
malicious USB devices:

1. Letters imitating the US Department of Health and Human Services (HHS) and providing
information on COVID-19 guidelines, accompanied by a USB device.



N

U.S.Department of
Heath and Human L®SOA/ |95y ¢
Services

COVID-19 Pandemic Prevention Program

St (-t St S e ard et wwe e ewm s Ve tememe a4 ed

Tt N @ened e St aphal e g L A - ———
—— wC R el e e

Thene ddne P etien e . - —e @i b .
-—n--.---—ow.n— e s a twme b Gt @
A s Wy 1 T g s o B e o4 webwt WYL

e 08 e mams P G s et YN TEee L T g T e e de e S
WP st - u B N - . - -
D e I I e

Ly B U T Swn g S m— e L el peee e S—
» - T m—) S ar -

o

- egee

b S

L et S s e -

S
| —— o f R e
e e e o ¥
-

2. Fake gifts with forged Amazon thank you cards and counterfeit gift cards.
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The malicious USB devices are often LilyGo, as shown below.

USB Security Risks

USB drives, also known as thumb drives, are small, inexpensive, portable devices making them
an easy choice for storing and transporting files from one computer to another. These features
also make USB drives appealing to attackers.



Attackers can use USB drives to infect computers with malware that can detect when the USB
drive is plugged into a computer. The malware then downloads malicious code onto the drive.

USB drives can be easily lost or stolen and if the information on the drive is not encrypted,
anyone who has the USB drive can access the contained data.

How can you protect your data?

¢ Never plug an unknown USB drive into your computer. If you find a USB drive,
do not plug it into your computer to view the contents. Contact the IT Service Desk for
guidance.

o Enable security features. Use passwords and encryption on your USB drive to protect
your data, and make sure that you have the information backed up in case your drive is
lost.

¢ Keep personal and business USB drives separate. Do not use personal USB drives on
computers owned by your organization, and do not plug USB drives containing
corporate information into your personal computer.

If you have any questions or concerns, please contact the IT Service Desk:

¢ by email at itservicedesk@montgomerycollege.edu
e by web chat on OIT’s web page
e by phone at 240-567-7222

Please do not reply to this email, as this mailbox is not monitored. Thank you.
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