Phishing Scenario Results: Payroll Scam

The Office of Information Technology (OIT) recently completed a simulated phishing

scenario titled, Employee Notification Service. This phishing scenario provided a link requesting the user
to “...enable the service.” The link in this type of threat often leads to a login page designed to mirror
the College web login page (i.e., MyMC or M365). The purpose is to capture your login credentials and
login to your account to change direct deposit information.

Learn to recognize the emotional triggers the attacker is using to trick you into clicking the link. In this
scenario, the emotional trigger was excitement. The user may react to the emotional excitement of a
possible increase in pay. Make your decision to click or report based on facts, not emotions. Remember,
any update or information regarding your pay may be found by logging into your MC Workday account,
not by clicking on a random link.

Good news:
1126 employees reported the phishing scenario to the Phishtrap. Nice work MC!

Opportunities for improvement:
354 employees clicked the link within the training email. One is one too many - one click puts the
entire MC network at risk!

Did you click? In a real-world phishing attack clicking the link may have prompted you to give
up your login credentials.

Please review the red flags within this type of phishing attack and to learn ways to spot a
suspicious email.

Sender is Not from
Montgomery College .edu
domain

Employee Notification Service

Dear First.Last@montgomerycollege.edu

You are required to complete the below Employee's Payroll notification service to receive notifications oTay schedule and increments'starting from the next Payroll.

Kindly ensure you enable this service.

This is not the link to MC’s

Workday portal Implies your Pay will be

affected — Social engineering
https://www.hr-communication.com/payroll/secure tactic to get user to respond

Regards,
HR/PAYROLL Department Generic signature line

This e-mail message, including any attachments, is for the sole use of the intended recipient(s) and may contain confidential and
privileged information. Any unauthorized review, use, disclosure or distribution is prohibited. If you are not the intended recipient, please contact the sender by reply e-mail.



https://www.sans.org/newsletters/ouch/emotional-triggers-how-cyber-attackers-trick-you/

What should you do if you suspect an email may be a phishing attempt?

Let IT Security analyze the email for you - REPORT the email! The Report Phishing button within
your email client allows you to quickly report suspicious emails to IT Security. Learn how to
access the Phishing Reporter button when using Office 365 at home. If you accidentally clicked on a
link or attachment in a suspicious email, contact the IT Service Desk immediately.

If you have any questions or concerns, please contact the IT Service Desk:

e by email at itservicedesk@montgomerycollege.edu
¢ by web chat on OIT’s web page
e by phone at 240-567-7222

Please do not reply to this email, as this mailbox is not monitored. Thank you.
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