March 2023 - Phishing Results

The Office of Information Technology (OIT) recently completed a simulated phishing

scenario titled, See Who Sent You Some Luck for St. Paddy’s Day!. The email scenario included a
link to “view” the eCard. Ecards are used by attackers to spread malware. In this type of scam,
the link leads to a website that prompts the user to download the ecard which may contain
malware. It is difficult to distinguish between legitimate and malicious ecard emails. A simple
rule to follow is to not take the risk, especially while using MC information technology
resources (network and email).

Good news:
766 employees reported the phishing scenario to the Phishtrap. Nice work MC!

Opportunities for improvement:
188 employees clicked the link within the training email. One is one too many - one click puts
the entire MC network at risk!

Did you click? In a real-world phishing attack clicking the link may have prompted you to give
up your login credentials.

Please review the red flags within this type of phishing attack and to learn ways to spot a
suspicious email.

From: eCard Delivery <greetings@ecardalert.com>
Subject{ See Who)Sent You Some Luck for St. Paddy's Day! (eCard Inside)

Don’t take the risk!

Do Spread some luck on St. Patrick's Day!

eyou know has sent you some luck in honor of St. Paddy's
DayTDon't you want to know who's thinking about you?

Unknown;
generic

Click here to see your ecard and to download our easy-to-use
ecard software, so you can send ecards to your friends. Ecards are

commonplace to
It's not too late to make your own ecard in time for St. spread malware
Patrick's Day!

View eCard

What should you do if you suspect an email may be a phishing attempt?

Let IT Security analyze the email for you - REPORT the email! The Report Phishing button within
your email client allows you to quickly report suspicious emails to IT Security. Learn how to


https://info.montgomerycollege.edu/offices/information-technology/work-from-home/report-phishing.html

access the Phishing Reporter button when using Office 365 at home. If you accidentally clicked on a
link or attachment in a suspicious email, contact the IT Service Desk immediately.

If you have any questions or concerns, please contact the IT Service Desk:

¢ by email at itservicedesk@montgomerycollege.edu
e by web chat on OIT’s web page
e by phone at 240-567-7222

Please do not reply to this email, as this mailbox is not monitored. Thank you.
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