December 2024 Phishing Scenario Results

As part of our Security Awareness Education Program, OIT sent a simulated phishing scenario

titled, Your order has been processed. In this scenario the design and graphic resemble an Amazon order
email notice and notified the recipient that their “...order has been processed”. A link within the body
was provided to allow the recipient to “Manage order”. Order confirmation and package delivery
phishing emails are the most commonly used attack to trick people into giving up their login credentials.

This type of attack is the easiest to detect:

1. Setup personal accounts with a personal email address. This action separates your personal
business from College business as you would not receive a legitimate online order notification
email in your College email account. Moreover, clicking the link will not reveal the answer to
the legitimacy of this type of phishing email.

2. Check your online account. Avoid clicking the link in notification emails and instead login to the
online account portal and review the status of your orders, invoices, and payment data.

Good News
1139 employees reported the phishing scenario to the Phishtrap. Keep up the good work!

Opportunities for Improvement
490 employees clicked the link within the training email. Ouch!

Did you know that even ONE click puts the entire MC network at risk?

In a real-world phishing attack clicking the link may have prompted you to give up your login
credentials. View the red flags in the December phishing scenario below to learn about this type of
attack and ways to spot a suspicious email:
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Order Confirmation

Thank you for ordering with us. Your order has been processed. We'll send a confirmation e-
mail when your item ships.

Order: #SGH-2548883-2619437

Estimated Delivery Date: Subtotal: $59.97
Estimated Tax: $4.05 No Yes

Order Total: $64.02
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https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Ft.e2ma.net%2Fclick%2F6f7tqp%2Fu6b6f5%2Fua742jb&data=05%7C02%7Cannie.shane%40montgomerycollege.edu%7Cf60c234918c94e817a4708dcc12032b2%7C4d401e0b65524e08bd38a8d15ca0ddd9%7C0%7C0%7C638597591271229823%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=0%2BrUags%2FobKWOa7ayMdeUv302BS%2BO3FW2cWUv408L5o%3D&reserved=0

