
April 2025 Phishing Scenario Results 

As part of our Security Awareness Education Program, OIT sent a simulated phishing scenario 
titled, Account Security Update Notification. The email contained this statement, in large, bold 
font, “Verify Your Montgomery College account”, to convince the recipient the email is 
legitimate and sent by Montgomery College. In addition, the notification used fear as an 
emotional trigger to ensure you comply by clicking on the link to “help you secure your 
account…”.  Lastly, the email format and design resembled a Microsoft 365 account notice and 
the link led to a login page to enter credentials that mirrored the Microsoft account login. 

The dead giveaway that this message is a phish is the sending address domain, @webaccess-
alert.net. This domain is not from the Montgomery College domain. To avoid falling for account 
update phishing attacks, remember that Montgomery College account updates or password 
expiration notices are not sent via email, but are provided in the form of a notification window 
prompt upon logging in to MyMC.  

Good News 

1205 employees reported the phishing scenario to the Phishtrap. Nice work MC! 

Opportunities for Improvement 

169 employees clicked the link within the training email. Of those, 43 employees entered their 
login credentials! We can do better. 

In a real-world phishing attack clicking the link may have prompted you to give up your login 
credentials. View the red flags in the April phishing scenario to learn about this type of attack 
and ways to spot a suspicious email. 

 

If you suspect an email may be a phishing attempt, let IT Security analyze the email for you by 
REPORTING the email using the report phishing button. 

https://info.montgomerycollege.edu/offices/information-technology/it-security/phishing.html#reportingaphish

