
January 2026 Phishing Scenario Results: 

OIT's January phishing simulation email was titled, Action Required: 
Download Your Schwab Tax Documents.  

 
Tax season can be a stressful period for many people and attackers try hard to exploit 
you during this busy time.  

Clues to spot in this scenario: 

Unusual sender 
The message came from @all-global-hr.com, which is not an authorized MC 
broadcast email domain. 
What to do: Review the official MC broadcast email guidelines here. The primary 
sending domain is mcemail.org. 

Know your Accounts 
We expect tax related documents during the income tax filing season. However, it is 
important for you to have a list of accounts you own (or subscribe to) with vendor 
names and sending email addresses saved in your contacts. Unsure of the MC 
retirement vendors you elected? Login to Workday and review your accounts. 

What to do: Do not click on the link in the email! For all your accounts, login using 
the bookmarked login webpage in your browser. Set up personal accounts with a 
personal email address. This helps you distinguish personal account emails received 
by your MC email address. 

Use Caution 
Give yourself time to review the email in detail.  A busy workload can compound 
mistakes. Pause, read the email thoroughly, and take any necessary action 
cautiously. 

Good News 
595 employees reported the phishing scenario to the Phishtrap. Nice work MC! 

Opportunities for Improvement 
182 employees clicked on the link.   

If you suspect an email may be a phishing attempt, let IT Security analyze the email for 
you by REPORTING the email using the report phishing button. 

https://www.montgomerycollege.edu/offices/advancement-and-community-engagement/marketing-and-communications/broadcast-email.html
https://info.montgomerycollege.edu/offices/information-technology/it-security/phishing.html#reportingaphish


 

 

 


