2FA Enrollment Guide
Supported Browsers: Chrome, Firefox, Safari, Internet Explorer 8 or later, and/or Opera.
Step 1: Go to http://www.montgomerycollege.edu/2FA enroll

It is highly recommended that you do this from a computer and not the mobile device you will be
enrolling with Duo.

Step 2: Enter your MyMC ID and Password.

MONTGOMERY
COLLEGE

Enter your MyMC ID and Password

Forgot your pe Find your MyMC I[

Step 3: A welcome screen will appear, click Start setup to begin enrolling your device.

Protect Your Montgomery College
Account

Two-factor authentication enhances the security of your account by using

a secondary device to verify your identity, This prevents anyone but you
from accessing your account, even if they know your password.

What is this? 0

Need help?

This process will help you set up your account with this added layer of
security.

Step 4: Select the type of device to enroll and click Continue. We recommend using a smartphone, but
you can also enroll a landline telephone, or i0OS/Android tablets.
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What type of device are you adding?

©  Mobile phone recommEnD

Tablet (iPad, Mexus 7, etc.)

Landline

What is this? O

Meed help?
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http://www.montgomerycollege.edu/2FA_enroll

Step 5: Select your country from the drop-down list and type your phone number. Use the number of
your smartphone, landline, or cell phone you'll have with you when you're logging in to a Duo-protected
service. You can enter an extension if you chose "Landline" in the previous step.

Double-check that you entered it correctly, check the box, and click Continue.

Note: If you're enrolling a tablet you will not be prompted to enter a phone number. Skip to step 7.

Enter your phone number

United States H

+1 2405673160 v

e (207) 234-5678

{240) 567-3160 This is the correct number.

=l

Powered by Duo Security

Step 6: Choose your device's operating system and click Continue.

What type of phone is 240-567-31607

©  irhone
Android

Windows Phone

What is this? [ Other (and cell phones)
Meed help?
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Step 7: Install the Duo Mobile App. The App is FREE and runs on your mobile device to help you
authenticate quickly and easily. You will still be able to log in using a phone call or text message without
it. We recommend that you use Duo Mobile for the best experience.

Follow the platform-specific instructions on the screen to install Duo Mobile. After installing the App
return to the enrollment window and click | have Duo Mobile installed.



Install Duo Mobile for iOS

1. Launch the App Store app and
search for "Dua Mobile”
2. Tap "Get" and then "Install" to

download the app.

What is this? C1

Meed help?
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Back | have Duo Mobile installed

Step 8: Activating the app links it to your account so you can use it for authentication. This will require
access to your smartphone camera. The application will request access to the camera, please
temporarily allow. This can be disabled after enrollment.

On iPhone, Android, Windows Phone, and BlackBerry 10, activate Duo Mobile by scanning the barcode
with the app's built-in barcode scanner. Follow the platform specific instructions for your device:

Activate Duo Mobile for iOS
E 1. Open Duo Mobile.
[ 2 Tap the "+ button.

.li 3. Scan this barcode.,

Or, have an activation link efmailed to

what i= this? O

Meed help?
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The Continue button is clickable after you scan the barcode successfully.



Activate Duo Mobile for iOS

1. Open Duo Mobile.
2 Tap the "+ button,
3, Scan this barcode,

Or, hawe an activation link emailed to

]

What is this?

you instead,

e J e

Can't scan the barcode? Click on the blue link “Or, have an activation link emailed to you instead”,
enter your email address and click Send email.

Meed hilp?
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Activate Duo Mobile by Email

1. Enter an ernail address that you can check on your i05 device. We'll
send you a special link that you can click to activate Duo Mabile,

| isabelle.doucet@montgomenyc | Send email

What is thisr &

Need help? 2. Once you've clicked the link, dick Continue below.

R E m

* Please note that you may not see the bottom notification in blue on your device if the window is
not fully opened.



Activate Duo Mobile by Email

1. Enter an email address that you can check on your (05 device. Wae'll
send you a special link that R Can click 1o activate Dus Mobile,

isabelle. doucstiBmontgamerye Resend emaill
What I5 this? 04

heed help? 2 Dnce you've clicked the link, dick Continue below.
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Email seni; please clhick the link in the email,

Once you’ve clicked on Send email, you will receive an email to activate Duo Mobile. Click on the
link provided in the email using the device with which the Duo Mobile App is installed.

Duo Maobile Activation

Duo Security <no-reply@iducesscurity.com:
Monday, July 3, 2017 at 2:27 PM

Te Do, lnabella

To activate the Due Mebile agp, elick this 1ink: KEEps://n-OhchSO5H . ducsecurity. con/ishane G lnakeJabgttlsuGTEr

A window will appear prompting you to open the Duo Mobile App, click Open

Open this page in “Duo
Mokike™?




You are done! You are properly enrolled with 2FA when the Duo Mobile account for Montgomery
College appears within the Duo Mobile App.

Merigomeny College -8

If you are enrolling using a mobile device such as a smartphone or tablet:

Follow the same instructions from this document until you reach the activation step (step 8) and
click on Take me to Duo Mobile. You will be prompted to another window to open the Duo Mobile
App, click Open. You will now see the Duo Mobile account for Montgomery College within the App.
You are now enrolled.
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Mobile
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